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n a noteworthy work published in 2007, author Richard Book-
staber recounts his experience with two financial crises of the
late twentieth century — the 1987 stock market crash and the
Long-Term Capital Management hedge fund debacle that occurred

11 years later.!

My actions seemed insignificant at the time, and certainly the
consequences were unintended. You don’t deliberately obliterate
hundreds of billions of investor money. And that is the heart of
this book — it is going to happen again. The financial markets
that we have constructed are now so complex, and the speed of
transactions so fast that apparently isolated actions and even minor
events can have catastrophic consequences.?

Just one year later, the United States found itself in the midst of
the most significant financial crisis since the Great Depression of
the 1930s. Domestic and international markets were in free fall, and
Bookstaber’s prescient commentary on the complexity of the finan-
cial markets had begun to resonate with industry participants and
perhaps even regulators. By November of 2009, Bookstaber had been
recruited to join the SEC’s newly created Division of Risk, Strategy
and Financial Innovation as Senior Policy Advisor to the Director.
In retrospect, it appears that the colorful book jacket chosen for his
book, which depicts the legendary Icarus plummeting from the sky,
may have signaled the beginning of an intensified regulatory focus on
risk management.?

This article provides an overview of recent regulatory developments
that illustrate the SEC’s intensifying focus on the importance of ef-
fective risk management in the investment management industry. It
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also explores the significant role of governance in
connection with a firm’s risk management program
and importance of government policy in connec-
tion with systemic risk analysis. This intensifying
focus on risk management is readily apparent from
a review of recent regulatory initiatives, industry
studies, speeches made by regulators and new dis-
closure requirements.

The SEC’s New Division of Risk,
Strategy and Financial Innovation

On September 16, 2009, the Commission an-
nounced the establishment of the Division of Risk,
Strategy and Financial Innovation (Risk Fin), its
first new division in 37 years. The new division,
which combines the Office of Economic Analysis
(OEA), the Office of Risk Assessment (ORA),
and certain other functions, is poised to provide
the Commission with sophisticated analyses that
integrate economic, financial and legal disciplines.
The division’s responsibilities cover three broad ar-
eas: risk and economic analysis; strategic research;
and financial innovation.* Specifically, the division
performs all of the functions previously performed
by OEA and ORA in addition to the following:
(1) strategic and long-term analysis; (2) identifica-
tion of new developments and trends in financial

Among the conclusions of The
Financial Crisis Inquiry Report
published in January 2011 (Report),
was the conclusion that dramatic
failures of corporate governance and
risk management at many systemically
important financial institutions were a
key cause of the global financial crisis
of 2008.

markets and systemic risk; (3) formulation of rec-
ommendations as to how these new developments
and trends affect the Commission’s regulatory ac-
tivities; (4) research and analysis in furtherance and
support of the functions of the Commission and its
divisions and offices; and (5) delivery of training on
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new developments and trends and other matters.

Risk Fin is, in essence, the Commission’s “think
tank.” We can expect that Risk Fin’s interdisciplin-
ary approach will inform a spectrum of regulatory
activities, including policymaking, rulemaking,
examinations and enforcement. Regulators recog-
nize that it is no longer 1950, and that investment
portfolios may include financial instruments that
are much more complex than stocks and bonds.
As explained below, we have already seen indica-
tions that the inclusion of industry professionals
who understand the complexities of the financial
markets is assisting the Commission in identifying
and addressing innovative developments that may
pose systemic risk.

The SEC’s Investment Adviser
Examination Program

The Commission’s Office of Compliance In-
spections and Examinations (OCIE) examines
registered investment advisers’ books, records
and activities. These examinations are designed
to (1) improve compliance; (2) prevent fraud; (3)
monitor risk; and (4) inform regulatory policy.
A review of the report of the SEC’s Office of the
Inspector General (OIG) issued in November
2009 and the report of the SEC’s Division of
Investment Management (IM) issued in Janu-
ary 2011 provides important insights about the
examination program. The remarks of Carlo di
Florio, Director of OCIE at a recent industry
conference provide additional insights about the
agency’s expectations of investment advisers relat-
ing to risk management.

Reports of the Office of the
Inspector General

OCIE had been utilizing a risk-based examination
process for a number of years when the Bernard
Madoff fraud came to light in late 2008. On Au-
gust 31, 2009, OIG issued a comprehensive report
consisting of over 450 pages, entitled Investigation of
Failure of the SEC to Uncover Bernard Madoff's Ponzi
Scheme.® The investigation found that the Commis-
sion received more than ample information in the
form of detailed and substantive complaints over
a period of many years to warrant a thorough and
comprehensive examination and/or investigation
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of Bernard Madoff (Madoff) and Bernard Madoft
Investment Securities, LLC (BMIS). The investiga-
tion also found that, despite three examinations
and two investigations of Madoff and/or BMIS,
neither a thorough and competent examination
nor a thorough and competent investigation had
ever been performed, and the Commission never
identified the large-scale Ponzi scheme that Madoff
had operated for decades.

On November 19, 2009, OIG issued another
report detailing the results of its review of the
Commission’s process for selecting investment
advisers and investment companies for examina-
tion.* The review was conducted by OIG as part of
its continuous efforts to assess management of the
Commission’s programs and operations. The report
included 11 recommendations that were formulated
to strengthen the Commission’s process for selecting
investment advisers and investment companies for
examination. OCIE concurred with each of the 11
recommendations. Notably, a number of the recom-
mendations relate to the identification of advisory
firms that may pose greater risk. For example, the
report states that OCIE should assign progressively
higher risk weightings to firms that have greater
assets under management and to firms that serve a
larger number of clients.

Two of the 11 recommendations relate specifically
to OCIE’s process for creating or adjusting a risk
rating for an investment adviser.

m Recommendation 1 states that OCIE should
implement a procedure requiring, as part of its
process for creating a risk rating for an invest-
ment adviser, that OCIE staff perform a search
of Commission data bases containing informa-
tion about past examinations, investigations
and filings related to the investment adviser.

m Recommendation 2 states that OCIE should
change the risk rating of an investment adviser
based on pertinent information garnered from
all Divisions and Offices of the Commission, in-
cluding information from OCIE examinations
and Enforcement investigations, regardless of
whether the information was learned during an
examination conducted to look specifically at
the firm’s investment advisory business.

Three of the 11 recommendations relate to
procedures for the evaluation of negative and/or
inconsistent information received about an invest-
ment adviser.
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m Recommendation 4 states that OCIE should
establish a procedure to thoroughly evaluate
negative information that it receives about an
investment adviser and use this information to
determine when it is appropriate to conduct a
cause examination of an investment adviser, and
that OCIE should ensure that its procedure pro-
vides for timely opening of a cause examination.

m Recommendation 5 states that when OCIE
becomes aware of negative information per-
taining to an investment adviser, OCIE should
examine the investment adviser’s Form ADV
filings, and document and investigate discrep-
ancies existing between the adviser’s Form
ADV and information that OCIE previously
learned about the registrant.

m Recommendation 6 states that OCIE should
establish a procedure to thoroughly evaluate an
investment adviser’s Form ADVs when OCIE
becomes aware of issues or problems with an
investment adviser. OCIE should document
areas where it believes a Form ADV contains
false information, and initiate appropriate ac-
tion, such as commencing a cause examination.

These recommendations reflect a heightened
concern by regulators about the potential for high
risk and/or fraudulent advisory activities. Industry
participants can expect that OCIE’s acceptance of
these recommendations will result in modifications
to the examination process.

Staff Study on Enhancing Investment
Adviser Examinations

In January 2011, the staff of IM released its
Study on Enhancing Investment Adviser Examina-
tions (Study) as required by Section 914 of the
Dodd-Frank Wall Street Reform and Consumer
Protection Act (Dodd-Frank Act).” The Study
was intended to review and analyze the need for
enhanced examination and enforcement resources
for investment advisers. The Study discusses the
process by which OCIE examines registered in-
vestment advisers’ books, records and activities;
analyzes the number and frequency of examina-
tions of registered investment advisers over a
period of six years (October 1, 2004 — September
30, 2010); analyzes projected changes in the num-
ber of registered investment advisers and OCIE
staff after the enactment of the Dodd-Frank Act
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and how the changes are expected to affect the ex-
aminations of registered investment advisers; and
discusses options that Congress should consider in
order to strengthen the Commission’s investment
adviser examination program.

The Study concludes that the registered invest-
ment adviser examination program faces significant
capacity challenges, and that, in order to meet these
challenges, the program requires a source of funding
that is sufficiently stable to prevent examination
resources from periodically being outstripped by
growth in the number of registered investment
advisers (i.e., it requires resources that are scalable
to any future increase or decrease in the number of
registered investment advisers).

The Study identifies three possible approaches for
Congress to consider: (1) the imposition of “user
fees” on SEC-registered investment advisers that
could be retained by the Commission to fund the
investment adviser examination program; (2) the
authorization of one or more SROs to examine,
subject to SEC supervision, all SEC-registered in-
vestment advisers: or (3) the authorization of the
Financial Industry Regulatory Authority (FINRA)
to examine dual registrants for compliance with the
Advisers Act.

While a comparison of these approaches is be-
yond the scope of this article, it is important to
note that the Study discusses the imposition of
user fees as an approach that could provide scal-
able resources to support the Commission’s invest-
ment adviser examination program. The Study
explains that the fees collected from investment
advisers would be available to the Commission
without further appropriation, would be used
solely to fund the investment adviser examination
program and would be set at a level designed to
achieve an acceptable frequency of examinations.
The user fee option is presented as one that, as a
result of stable resources, could provide the pro-
gram with increased flexibility to address emerg-
ing risks associated with investment advisers, and
to direct staffing and strategic responses that may
help address critical issues. Specifically, the Study
states that “the examination program would be
in a better position, once risks are identified, to
allocate necessary revenues, including adding
staff with appropriate experience and develop-
ing specific training for existing staff, in order to
mitigate the impact of such risks.”
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Although Commissioner Elisse B. Walter voted
to release the study to Congress, she also issued a
statement outlining her concerns about the abil-
ity of the Commission to fulfill its examination
mandate with respect to investment advisers,
unless significant changes are made (Statement).
Pointing to the significant decreases in the number
and frequency of examinations during the past
five years and the substantial challenges faced by
the agency in its efforts to increase the number
and frequency of examinations, the Statement
emphasizes the severity of the current resource
problem and the necessity of a timely solution.
The Statement also notes Commissioner Walter’s
preference for a study that would have resulted in
more precise and objective recommendations and
a more balanced presentation of the three options
under consideration.”

Perspective Shared by Carlo V. di Florio
on the National Exam Program

Speaking at the IA Watch Annual IA Compliance
Best Practices Seminar in Washington, D.C. on
March 21, 2011, Carlo di Florio, Director of OCIE,
provided an overview of changes in what he referred
to as the “National Exam Program” and identified
key exam focus areas for registered investment ad-
visers." He began by identifying the new division of
Risk, Strategy and Financial Innovation as a “great
partner” for OCIE, noting that the new division
is raising OCIE’s knowledge and awareness of new
and emerging risks. He stated that, like industry
participants, OCIE is trying to allocate its precious,
limited resources to their highest and best use by
taking a “risk-focused” strategy.”

Director di Florio stated that OCIE is imple-
menting many reforms that are designed to
improve consistency, effectiveness and efficiency
of the National Exam Program. He said that the
cornerstone of the program is a national gover-
nance model that includes regional leadership
in strategic planning, policy development and
performance management decisions. Director di
Florio outlined the four key objectives that sup-
port OCIE’s mission to protect investors, maintain
market integrity and facilitate capital formation.
These objectives involve:

m Improving industry compliance with the securi-
ties laws as well as industry risk management
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and compliance practices through exams and
communication with industry.

m Identifying and preventing fraud through risk-
targeted exams and better coordination with
the Division of Enforcement in identifying,
investigating and preventing fraud.

m  Monitoring new and emerging risks to inves-
tor protection and market integrity through
joint initiatives with OCIE’s policy divisions
and the Division of Risk, Strategy and Fi-
nancial Innovation. This objective includes
the development of new risk assessment and
surveillance models and risk analytics that will
permit OCIE to target the highest risk firms,
practices and trends.

m Informing policy as the eyes and ears of the
SEC in the field, through involvement in the
rule-making process, and with dedicated policy
support teams on key initiatives.

Director di Florio noted that OCIE has a new
Risk Analysis and Surveillance Unit that is expected
to enhance OCIE’s ability to identify the highest
risk firms and the highest risk issues to focus on in
connection with examinations of those firms.

It is clear that OCIE has embraced the con-
cept of Enterprise Risk Management (ERM)*
and that it expects that investment advisers will
embrace the concept as well. Reflecting on the
recent financial crisis, Director di Florio stated
that the crisis revealed just how dramatically
risk management failures can harm investors,
jeopardize market integrity and hinder capital
formation. He stated that the crisis also revealed
the need for better oversight of risk at the board
and senior management levels, and the need for
stronger independence, standing and authority
among a firm’s internal risk management, control
and compliance functions. Based on Director di
Florio’s remarks, investment advisers and invest-
ment companies can expect that OCIE will focus
its exams on risk management within the context
of the ERM framework of a firm in an effort to
assess the firm’s risk control environment (i.e., its
system of checks and balances).

During the course of his remarks, Director
di Florio stated that OCIE has identified seven
specific focus areas for its investment adviser ex-
aminations: (1) valuation; (2) conflicts of inter-
est; (3) portfolio management; (4) performance
and advertising issues; (5) asset verification; (6)
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risk governance; and (7) business continuity/
disaster recovery. An eighth focus area identifies
specific issues that OCIE is currently monitor-
ing, such as use of social media and small niche
investment products such as mutual funds and
exchange-traded funds that provide exposure
to asset classes that are subject to unusual or
obscure risks. While each of the focus areas
relates to specific risks attendant to the invest-
ment management industry, the risk governance
focus is worthy of discussion because Director
di Florio’s recent remarks provide insights that
may be important to investment advisers that
have not yet adopted and implemented effec-
tive risk management programs. He stated that
examiners will look at risk management practices
and ask five questions about various policies,
procedures and practices that comprise a firm’s
risk governance program:

m  First, how do the business units of an entity
ensure they are taking and managing risk ef-
fectively at the product and asset class level in
accordance with the risk appetite and tolerances
set by the board and senior management of the
whole organization?

m  Second, how are key risk management, control
and compliance functions structured and re-
sourced to ensure they are effectively embedded
in the business process, while having the neces-
sary independence, standing and authority to
be effective in helping the organization identify,
manage and mitigate risk?

m Third, how is senior management ensuring
effective oversight of enterprise risk manage-
ment and embedding risk management in key
business processes, including strategic planning,
capital allocation, performance management
and compensation incentives?

m  Fourth, how does the internal audit process
independently verify and provide the board and
senior management with assurance regarding
the operating effectiveness of risk management,
compliance and control functions?

m  Finally, how is the board of directors (if one
exists in the organization) staffed and struc-
tured to ensure that it can effectively set risk
parameters, foster an effective risk management
culture, oversee risk-based compensation sys-
tems and effectively oversee the risk profile of
the firm?
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The Significant Role of Governance
in Risk Management

Entrepreneurial risk-taking has traditionally been
rewarded and celebrated. The emergence of the
corporate form and the development of our capital
markets have resulted in the creation of large en-
terprises that have created wealth for their various
stakeholders. David Skeel, author of lcarus in the
Boardroom,"* who has studied the development of
the corporation since the issuance of the earliest
corporate charters in the United States, posits
that everything changes when you put Icarus in
the boardroom. He says that an “Icaran” execu-
tive who takes excessive or fraudulent risks with a
large corporation may jeopardize the financial lives
of thousands of employees, investors and suppli-
ers.”s Skeel points to three factors that have been
at the heart of a series of devastating crises over
the past one hundred fifty years — excessive and
sometimes fraudulent risks, competition and the
increasing size and complexity of the corporation.
Indeed, the confluence of these factors, together
with the proliferation of extraordinarily complex
unregulated financial products, aptly describes the
causes of the financial crisis that occurred three
years after Skeel’s book was published in 2005. 7he
Financial Crisis Inquiry Report published in Janu-
ary 2011 and the Report of the Senior Supervisors
Group: Risk Management Lessons from the Global
Banking Crisis of 2008 illustrate the importance of
the role of governance in an effective risk manage-
ment program.

The Financial Crisis Inquiry Report

Among the conclusions of 7he Financial Crisis In-
quiry Report published in January 2011 (Report)e,
was the conclusion that dramatic failures of cor-
porate governance and risk management at many
systemically important financial institutions were
a key cause of the global financial crisis of 2008.

There was a view that instincts for self-preser-
vation inside major financial firms would shield
them from fatal risk-taking without the need
for a steady regulatory hand, which, the firms
argued, would stifle innovation. Too many of
these institutions acted recklessly, taking on
too much risk, with too little capital, and with
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too much dependence on short-term funding.
In many respects, this reflected a fundamen-
tal change in these institutions, particularly
the large investment banks and bank hold-
ing companies, which focused their activities
increasingly on risky trading activities that
produced hefty profits. They took on enor-
mous exposures in acquiring and supporting
subprime lenders and creating, packaging,
repackaging and selling trillions of dollars in
mortgage related securities, including syn-
thetic financial products. Like Icarus, they never
feared flying ever closer to the sun.”

Report of the Senior Supervisors
Group: Risk Management Lessons from
the Global Banking Crisis of 2008

The Financial Stability Board (FSB) has commis-
sioned a number of studies in recent years that are
relevant to risk management programs in the finan-
cial services industry."® In Risk Management Lessons
from the Global Banking Crisis of 2008, which was
issued in October 2009, SSG identifies various de-
ficiencies in the governance, firm management, risk
management and internal control programs that
contributed to, or were revealed by, the financial
and banking crisis of 2008, including, in addition
to liquidity risk management issues, the following:

m The failure of some boards of directors and se-
nior managers to establish, measure and adhere
to a level of risk acceptable to the firm;

m  Compensation programs that conflicted with
the control objectives of the firm;

m Inadequate and often fragmented technologi-
cal infrastructures that hindered effective risk
identification and measurement; and

m Institutional arrangements that conferred status
and influence on risk takers at the expense of in-
dependent risk managers and control personnel.

The observations set forth in the report are
intended to support the ongoing efforts of the
various supervisory agencies to define policies that
enhance financial institution resilience and promote
global financial stability. Notably, representation of
the United States in the SSG consists of the Board
of Governors of the Federal Reserve System, the

Federal Reserve Board of New York, the Office of

the Comptroller of the Currency and the Securities

and Exchange Commission.
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Implications of the SEC’s New
Disclosure Regime for Investment
Company Directors

The legal duties of investment company direc-
tors have generally been defined by state law
(depending upon the law of the state in which the
investment company is formed), the Investment
Company Act of 1940, as amended (1940 Act)
and the rules thereunder, as well as certain com-
mon law doctrines (e.g. the duty of care and the
duty of loyalty). In 2010, mutual funds became
subject to new disclosure rules that are intended to
enhance the information provided to shareholders
and permit shareholders to evaluate the leadership
of the funds. In particular, the new rule and form
amendments require fund disclosure documents
to describe the leadership structure of the Board
of Directors and the role of the Board of Directors
in risk oversight.™

While the oversight role of the Board of Directors
in connection with risk management is not a new
role, the new disclosure requirements may result
in boardroom discussions of how a board may
best discharge its duties for risk oversight. Fund
boards customarily have audit, nominating and
compensation committees. In view of the myriad
risks attendant to financial innovation, fund boards
may want to consider a board level risk committee
if they have not already done so.

The Importance of Scrutinizing
Government Policy for Purposes of
Systemic Risk Analysis

The Financial Crisis Inquiry Report also concludes
that over-the-counter derivatives made a signifi-
cant contribution to the global financial crisis of
2008.> The report points to legislation enacted
in 2000 that banned the regulation of derivatives
as a “key turning point” in the march toward
the financial crisis. While the enactment of the
Commodity Futures Modernization Act of 2000
(CEMA) is frequently cited as a significant factor
that may have contributed to, or exacerbated, the
crisis, commentators have generally ignored the
legislative history of this unfortunate legislation.”'
The legislative history is noteworthy because it
indicates that eight years before the crisis, the
legislation effectively incorporated the deregu-
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lation of credit default swaps into an omnibus
budget bill without any meaningful discussion.
Specifically, the legislative history indicates that
a bill (H.R. 5660) was introduced in the House
of Representatives on December 14, 2000, thata
companion bill (S. 3283) was introduced in the
Senate on December 15, 2000, just before the
holiday recess, and that these bills were never de-
bated in the House or the Senate. The legislation
was signed into law by then President Clinton (in

It is clear that OCIE has embraced the
concept of Enterprise Risk Management
(ERM) and that it expects that investment
advisers will embrace the concept as well.

the final days of his administration) on December
21, 2000. These events are worthy of mention
because they illustrate Congress’ contribution
to systemic risk and the costly consequences of
a flawed legislative process.

The Dodd-Frank Act reverses the laissez-faire
policy established by CFMA. It preserves the
existing division of authority between the CFTC
and the SEC, and divides jurisdiction between the
two agencies. The CFTC’s jurisdiction is based
on a broad definition of “swaps” while the SEC’s
jurisdiction is limited to “security-based swaps.”
Since the enactment of Dodd-Frank, the SEC
has issued a number of rule proposals which, if
adopted, will establish a new regulatory framework
for security-based swaps. On April 7, 2011, the
SEC and the CFTC delivered to Congress a Joint
Study on the Feasibility of Mandating Algorithmic
Descriptions for Derivatives.?? Notably, the press
release issued by the SEC on April 8, 2011,
identifies the new Division of Risk, Strategy and
Innovation as one of two divisions responsible for
the SEC’s participation in the study mandated by
Section 719(b) of the Dodd-Frank Act.?®

Conclusion

In view of the numerous studies of, and com-
mentaries on, the causes of the world financial
crisis of 2008, it is likely that domestic regula-
tors will continue to focus on systemic risk and
the risk management practices of the investment
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management industry. Innovation increases
complexity. As financial innovation continues,
industry participants must be vigilant, they must
develop risk management programs that are de-

signed to specifically address the risks attendant
to their operations and they must recognize the
important role of governance in an effective risk
management program.
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